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Introduction 

As technology and digitization continue to be utilized to 
help contain the escalating cost of healthcare delivery, 
keeping electronic medical information safe is not only 
advisable, it is increasingly becoming mandatory.  

From the exam room diagnostic to the post-op report, 
from the case file update to payment processing, your 
responsibilities lie not only in providing proper 
diagnosis and care but also in protecting the privacy of 
the health-related information in your custody. 

With ValidianTM Medical Protect, protecting file-based 
records such as patient diagnosis, electronic test 
results, X-ray, MRI or ECG outputs, and clinical 
research data has never been simpler or easier.  

Whether your work routine has you visiting different 
facilities, collaborating with far-away colleagues over 
the Internet, or sharing sensitive information with 
within your clinical environment, ValidianTM Medical 
Protect can keep your information safe while at rest 
and in transit. 

The result: a convenient and flexible solution that 
protects the sensitive information in your care and 
delivers peace of mind that privacy considerations are 
met efficiently and cost-effectively.  
 

 
 
Overview 

• Integrated HW/SW solution to the problem of 
securing access, storage and transfer of sensitive 
patient health information and billing records 

• High capacity, standard USB drive that allows easy 
mobility across healthcare facilities such as 
hospitals, clinics, research labs and field treatment 
facilities and any Windows or Mac computer 

• Secure access to stored content through an 
integrated fingerprint scanner that guarantees only 
permitted users from the medical team (physician, 
nurse, billing agent, etc.) can manipulate stored 
files  

• Robust, on-drive encryption in case of loss or theft 
with no loss of performance due to security 
features 

• Simple, intuitive and secure file sharing application 
that protects information exchanges over 
unsecured networks such as wireless hotspots and 
the Internet 

• Selective protection of key portions of stored files 
based on user characteristics that ensures only the 
relevant portions of medical files can be viewed or 
altered 
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Features 

• Highly-portable, small form factor USB 2.0 drive 
(ValidianTM SecureDrive) with 2 GB of physical 
storage capacity 

• Accommodates files of all types, formats and sizes 

• Single-sign-on allows both access to protected files 
and authentication to built-in file transfer and audit 
applications 

• Support for one or up to four (4) distinct 
fingerprint signatures per ValidianTM SecureDrive 
for use in individual or team scenarios 

• Support for live and scheduled network transfers to 
other ValidianTM SecureDrive (peer-to-peer) or to 
ValidianTM Share Protect Server (client-server) 

• Pause triggering and checkpoint restart for 
stopping/starting network file transfers from 
desired or communication failure points 

 

 

 

 

 
 
System Requirements 

ValidianTM SecureDrive 

• Windows XP, Windows Vista, MacOS 10.4 or 
MacOS 10.5  

• 512 MB RAM 

• Intel Pentium 4 or equivalent 

• USB 2.0 slot (available) 

ValidianTM Share Protect Server 2.0 

• Windows XP, Windows Vista, Windows Server 2003 
or Windows Server 2008 

• 1 GB RAM 

• 20 MB disk space (software-only) 

• Intel Pentium 4 or equivalent 

 
 
About Validian 

Validian Corporation provides comprehensive solutions 

for the protection of digital assets such as corporate 

information, creative properties, and private records. 

Through innovative technology, Validian ensures the 

authenticity and integrity of customer data end-to-end, 

and while in transit or at rest. A U.S. corporation, 

Validian has offices in the U.S and Canada.  

Please visit www.validian.com for more information or 

contact us directly at: 

 
email: info@validian.com 
Toll free: 1-888-229-5274 
Tel: (613) 230-7211 
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